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Description  

The Department of Homeland Security (DHS) Cybersecu-

rity Advisor (CSA) Program offers the Cyber Resilience 

Review (CRR) on a voluntary, no-cost basis for critical 

infrastructure organizations, to include state, local,  

tribal, and territorial governments. Through the CRR, 

your organization can gain insights into your opera- 

tional resilience and cybersecurity capabilities. 

Formats 

Goal 

Approach 

Association to the Cybersecurity Framework 

 

 

 

 

The CRR results can be used to assess your organization’s capabilities 

against the Cybersecurity Framework.  

Cybersecurity Advisor Program 

http://www.cert.org/resilience/products-services/cert-rmm/index.cfm
http://www.cert.org/resilience/products-services/cert-rmm/index.cfm
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Participants 

Benefits and Outcomes 

 

 

 

 

 

Data Privacy 

For Information and Scheduling 

A final report will graphically map your organization’s results and  

provides improvement options for consideration.  

Department of Homeland Security 

Cybersecurity Advisor Program 

For additional information contact cyberadvisor@hq.dhs.gov August 2017 

IT policy and governance 

(e.g., Chief Information Security 

Officer) 

Business operations 

(e.g., operations manager) 

IT security planning and  

management 

(e.g., Director of Information 

Technology) 

Business continuity and  

disaster recovery planning 

(e.g., BC/DR manager) 

IT infrastructure 

(e.g., network/system  

administrator) 

Risk management 

(e.g., enterprise/operations risk 

manager) 

IT operations 

(e.g., configuration/change 

managers) 

Procurement and vendor  

management 

(e.g., contracts and legal 

support managers) 

About the Cybersecurity Advisor (CSA) Program   

CSA personnel are located in major cities throughout the United 

States. CSAs cultivate partnerships with and deliver services to 

organizations within these cities and the surrounding areas. 

They also act as liaisons between critical infrastructure and DHS 

cyber programs and leadership.  

http://www.cert.org/resilience/rmm.html
mailto:cyberadvisor@hq.dhs.gov
http://www.us-cert.gov/ccubedvp/
mailto:cyberadvisor@hq.dhs.gov
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Description 

The Department of Homeland Security (DHS) Cyber-

security Advisor (CSA) Program offers the Cyber  

Infrastructure Survey (CIS) on a voluntary, no-cost basis 

for critical infrastructure organizations, to include 

state, local, tribal, and territorial governments. Through 

a CIS, your organization can evaluate its security  

controls effectiveness, resilience, and cybersecurity 

preparedness. 

Format 

A facilitated, expert-led assessment accomplished through an 
informal interview (typically 2 ½ to 4 hours in length) with 
cybersecurity personnel from your organization (e.g., Chief 
Information Security Officer, ICS/SCADA Security  
Manager, IT Security Manager). 

Goal 

To provide an assessment of foundational and essential  
cybersecurity practices in-place for a critical service within  
your organization, and to identify dependencies, capabilities, 
and the emerging effects related to current cybersecurity 
posture by providing an interactive dashboard for scenario  
planning.  

Approach 

The CIS focuses on a service-based-view versus a program-
matic-view of cybersecurity.  Critical services are assessed 
against more than 80 cybersecurity controls grouped un-
der five top-level domains: cybersecurity management, 
cybersecurity forces, cybersecurity controls, cyber incident 
response, and cyber dependencies. Following the assess-
ment, your organization is provided with a user-friendly 
dashboard for reviewing and interacting with the survey 
findings. Your organization can use the dashboard to com-
pare its results against industry peers, review results in the 
context of specific cyber and physical threat scenarios, and 
dynamically adjust the importance of in-place practices to 
see the effects on overall cyber protection.    

Association to the Cybersecurity Framework 

The cybersecurity controls surveyed within the CIS broadly 
align to the National Institute of Standards and Technology 
(NIST) Cybersecurity Framework (CSF). However, the CIS 
should not be considered a survey of the organization’s ad-
herence to the NIST CSF. The CIS computes a unique, service-
specific cyber protective resilience index based on only a nar-
row set of cyber protection and resilience measures. The NIST 
CSF is a comprehensive framework and should be considered 
as a next step, after but leveraging the CIS results. 

Benefits and Outcomes 

A CIS provides your organization with 

 an effective assessment of cybersecurity controls in-
place for a critical service;  

 a user-friendly, interactive dashboard to support cyber-
security planning and resource allocation; and 

 access to peer performance data, visually depicted on  
the dashboard. 

Cyber Infrastructure Survey  

Cybersecurity Advisor Program 

CIS Survey Question Domains 

CIS Domains 

Cybersecurity Forces 

 Personnel  

 Cybersecurity Training 

Cybersecurity Controls 

 Authentication and Authori-

zation Controls  

 Access Controls 

 Cybersecurity Measures 

 Information Protection 

 User Training 

 Defense Sophistication and 

Compensating Controls 

Incident Response 

 Incident Response Measures 

 Alternate Site and Disaster 

Recovery 

Cybersecurity Management 

 Cybersecurity Leadership 

 Cyber Service Architecture 

 Change Management 

 Lifecycle Tracking 

 Assessment and Evaluation 

 Cybersecurity Plan 

 Cybersecurity Exercises 

 Information Sharing 

Dependencies 

 Data at Rest 

 Data in Motion 

 Data in Process 

 End Point Systems 
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Data Privacy 

The CIS dashboard is for your organization’s exclusive use. 
All data collected and analysis performed during the CIS is 
afforded protection under the DHS Protected Critical Infra-
structure Information (PCII) Program (www.dhs.gov/pcii). 
PCII program protection means that DHS employees are 
trained in the safeguarding and handling of PCII, DHS can-
not publicly disclose PCII, and PCII cannot be used for regu-

latory purposes.  

For Information and Scheduling 

The Cyber Infrastructure Survey is facilitated by regional 
personnel of the Cybersecurity Advisor (CSA) Program. 

Email cyberadvisor@hq.dhs.gov to schedule or receive 
more information on the Cyber Infrastructure Survey and 
other cybersecurity resources DHS may offer. 

Department of Homeland Security 

Cybersecurity Advisor Program 

For more information contact cyberadvisor@hq.dhs.gov August 2017 

About the Cybersecurity Advisor (CSA) Program   

CSA personnel are located in major cities throughout the  

United States. CSAs cultivate partnerships with and deliver 

services to organizations within these cities and the sur- 

rounding areas. They also act as liaisons between critical 

infrastructure and DHS cyber programs and leadership.  

DHS provides a user-friendly dashboard that will enable your organization to review and interact with CIS findings. 

http://www.dhs.gov/pcii
mailto:cyberadvisor@hq.dhs.gov
mailto:cyberadvisor@hq.dhs.gov
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Description and Purpose 

The Department of Homeland Security (DHS) Cyber- 

security Advisor (CSA) Program offers the External  

Dependencies Management (EDM) Assessment on a 

voluntary, no-cost basis for critical infrastructure organ-

izations, to include state, local, tribal, and territorial 

governments. Through the assessment, your organiza-

tion can gain an understanding of how you manage 

risks arising from dependencies on the information and 

communication technology (ICT) supply chain.  

Format 

The EDM Assessment is conducted as a four-hour session at a 
location of your choosing and facilitated by trained DHS rep-
resentatives. Your organization can use the assessment by 
itself and as the first step in an improvement effort. You also 
may use it in conjunction with DHS’s External Dependencies 
Management Method, which provides a rigorous, repeatable 
way to identify and manage specific suppliers or other exter-
nal entities that your organization depends on to support its 
mission.  

Goals 

 Evaluate the activities and practices your organization 
uses to manage risks arising from external dependencies. 

 Provide an objective review of your organization’s  
capabilities in the assessed areas and recommenda-
tions offering a roadmap for improvement based on 
industry-leading practices. 

Approach 

Risks associated with the ICT supply chain have grown  
dramatically with expanded outsourcing of technology and 
infrastructure. Failures in managing these risks have result-
ed in incidents affecting millions of people.  

The EDM Assessment focuses on the relationship between 
your organization’s high-value services and assets (people, 
technology, facilities, and information) and evaluates how 
you manage risks incurred from using the ICT supply chain to 
support these high-value services. The ICT supply chain con-

sists of outside parties that operate, provide, or support in-
formation and communications technology. Common exam-
ples include externally provided web and data hosting, tele-
communications services, and data centers, as well as any 
service that depends on the secure use of ICT.   

Through the EDM Assessment, your organization will evaluate 

 Relationship Formation—how your organization  
considers third-party risks, selects external entities, and 
forms relationships with them so that risk is managed 
from the start; 

 Relationship Management and Governance—how your 
organization manages ongoing relationships with  
external entities to support and strengthen your critical 
services at a managed level of risk and cost; and 

 Service Protection and Sustainment—how your  
organization plans for, anticipates, and manages  
disruption or incidents related to external entities. 

The EDM Assessment evolved from the DHS Cyber Resili-
ence Review (CRR) and, like the CRR, is based on the CERT  
Resilience Management Model (CERT-RMM), a process 
improvement model developed by Carnegie Mellon Uni-
versity’s Software Engineering Institute.   

Participants 

To conduct an EDM Assessment, DHS recommends that you 
involve a cross-functional team that includes those responsi-

External Dependencies Management  
Assessment 

Cybersecurity Advisor Program 

IT security planning and 

management 

(e.g., Director of Information 

Technology) 

IT policy and governance  

(e.g., Chief Information Security 

Officer) 

IT operations 

(e.g., configuration/change 

managers) 

Business management 

(e.g., operations manager) 

Risk managers, in particular 

operations risk 

(e.g., enterprise/operations risk 

manager) 

Procurement and vendor  

management 

(e.g., contracts and legal  

support managers) 

Business continuity and 

disaster recovery planning 

(e.g., BC/DR manager) 

Legal 

http://www.cert.org/resilience/rmm.html
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ble for the functions shown in the following table: 

Benefits and Outcomes 

Through an EDM Assessment, your organization will gain a 
better understanding of your cybersecurity posture relating 
to external dependencies. The assessment provides 

 an opportunity for participants from different parts of 
your organization to discuss issues relating to vendors 
and reliance on external entities; 

 options for consideration that guide improvement 
efforts, using recognized standards and best practices 
drawn from such sources as the CERT-RMM, NIST 
standards, and the NIST Cybersecurity Framework; and 

 a comprehensive report on your third-party risk man-
agement practices and capabilities. 

Data Privacy 

The EDM Assessment report is created exclusively for your 
organization’s internal use. All data collected and analysis  
performed during an EDM assessment is afforded protec-
tion under the DHS Protected Critical Infrastructure Infor-
mation (PCII) Program (www.dhs.gov/pcii). PCII program 
protection means that DHS employees are trained in the 
safeguarding and handling of PCII, DHS cannot publicly dis-
close PCII, and PCII cannot be used for regulatory purposes.  

For Information and Scheduling 

The External Dependencies Management Assessment is 
facilitated by regional personnel of the Cybersecurity Advi-
sor (CSA) Program. 

Email cyberadvisor@hq.dhs.gov to schedule or receive more 
information on the External Dependencies Management  
Assessment and other resources DHS may offer. 
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The EDM Assessment report contains each of the assessment’s  

questions and answers, along with convenient graphics that display 

capability in the assessed areas.  

About the Cybersecurity Advisor (CSA) Program   

CSA personnel are located in major cities throughout the United 

States. CSAs cultivate partnerships with and deliver services to 

organizations within these cities and the surrounding areas. 

They also act as liaisons between critical infrastructure and DHS 

cyber programs and leadership.  

mailto:cyberadvisor@hq.dhs.gov
mailto:cyberadvisor@hq.dhs.gov
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Description  

The Department of Homeland Security (DHS) Cybersecu-

rity Advisor (CSA) Program offers the Cyber Resilience 

Workshop on a voluntary, no-cost basis for critical infra-

structure organizations, to include state, local, tribal, 

and territorial governments. Through the workshop, 

your organization will be introduced to cyber resilience  

concepts and ways to improve management of cyber 

resilience. 

Format 

The Cyber Resilience Workshop is a four-hour collaborative 
session led by DHS representatives. Each workshop is tai-
lored to the concerns and threats of a specific sector and 
provides an opportunity for professionals to learn together. 
Workshops are held on demand (based on availability) at 
locations convenient to participants. 

Goal 

The goal of the workshop is to provide your organization 
with tangible, useful take-away information related to risk-
based decision making and security planning for critical ser-
vices.  

Approach 

Through the workshop, your organization will be introduced 
to cyber resilience concepts and capability-building activi-
ties in key performance areas such as cybersecurity, IT oper-
ations, and business continuity. The workshop will address 
both operational risk management and emergency/crisis 
management. Structured drills and scenarios will help your 
organization examine capability building in operational resil-
ience practices, going well beyond discussions of IT security 
controls and countermeasures. Content and threat exam-
ples specific to your sector or industry will be emphasized. 

Participants 

DHS recommends that a cross-functional team from your  
organization’s business and operations attend the work-
shop, including those responsible for the functions shown in 
the following table: 

Cyber Resilience Workshop 

Cybersecurity Advisor Program 

IT policy and governance 

(e.g., Chief Information Security 

Officer) 

Business operations 

(e.g., operations manager) 

IT security planning and  

management 

(e.g., Director of Information 

Technology) 

Business continuity and  

disaster recovery planning 

(e.g., BC/DR manager) 

IT infrastructure 

(e.g., network/system  

administrator) 

Risk management 

(e.g., enterprise/operations risk 

manager) 

IT operations 

(e.g., configuration/change 

managers) 

Procurement and vendor  

management 

(e.g., contracts and legal  

support managers) 
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Benefits and Outcomes 

The Cyber Resilience Workshop is designed to keep com-
munities-of-interest informed on national cybersecurity 
policies, initiatives, and federal capabilities, and to encour-
age working partnerships with these communities on 
matters of cybersecurity. The workshop will provide your 
organization with a greater awareness of 

 federal initiatives affecting critical infrastructure pro-
tection and realistic practices for improving operational  
resilience; 

 gaps in cyber management practices and potential pro-
cess improvements; 

 cybersecurity best practices and operational resilience 
concepts; 

 processes to maintain and repeatedly carry out protec-
tion and sustainment activities for critical assets and 
services;  

 ways to enhance cyber incident response and business 
continuity capabilities; and 

 federal coordination for incident notification, contain-
ment, and recovery. 

For Information and Scheduling 

The Cyber Resilience Workshop is facilitated by regional  
personnel of the Cybersecurity Advisor (CSA) Program.  

Email cyberadvisor@hq.dhs.gov for more information on  
the Cyber Resilience Workshop and on the schedules and  

Department of Homeland Security 

Cybersecurity Advisor Program 

For additional information contact cyberadvisor@hq.dhs.gov August 2017 

DHS also serves state, local, tribal, and territorial (SLTT) 

governments. 

 Chemical 

 Commercial Facilities 

 Communications 

 Critical  

Manufacturing 

 Dams 

 Defense Industrial 

Base 

 Emergency Services 

 Energy 

 Financial Services 

 

 Food and Agriculture 

 Government  

Facilities 

 Healthcare and  

Public Health 

 Information  

Technology 

 Nuclear Reactors, 

Materials, and Waste 

 Transportation  

Systems 

 Water and 

Wastewater 

Critical Infrastructure and  
Key Resources Sectors 

DHS is responsible for safeguarding 16 sectors of our 

Nation’s critical infrastructure and key resources from 

physical and cyber threats that can affect national security, 

public safety, and economic prosperity: 

About the Cybersecurity Advisor (CSA) Program   

CSA personnel are located in major cities throughout the United 

States. CSAs cultivate partnerships with and deliver services to 

organizations within these cities and the surrounding areas. 

They also act as liaisons between critical infrastructure and DHS 

cyber programs and leadership.  

mailto:cyberadvisor@hq.dhs.gov
mailto:cyberadvisor@hq.dhs.gov
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